


Internet of Things



 Rolf H. Weber  •  Romana Weber

Internet of Things

Legal Perspectives



Professor Dr. Rolf H. Weber
Professor for Civil, Business
and European Law
Faculty of Law
University of Zürich
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Preface

The Internet of Things as an emerging global Internet-based information architec-
ture facilitating the exchange of goods and services is gradually developing. 
While the technology of the Internet of Things is still being discussed and created, 
the legal framework should be established before the Internet of Things is fully 
operable, in order to allow for an effective introduction of the new information 
architecture. If a self-regulatory approach is to be adopted to provide a legal 
framework for the Internet of Things, and this seems preferable, rulemakers can 
draw on experiences from the current regime of Internet governance. In the near 
future, mainly businesses will operate in the Internet of Things. Civil society is 
only expected to make use of the Internet of Things, as it now does of the Internet, 
at a later stage (e.g. for healthcare). 

The Internet of Things will have an impact in various areas. The regulatory frame-
work must provide for provisions ensuring the security of the structure as well as 
the privacy of its users. Furthermore, legal barriers that may stand in the way of 
the coming into operation of the Internet of Things will have to be considered. 
However, the Internet of Things will also have positive effects in different fields, 
such as the inclusion of developing countries in global trade, the use of search 
engines to the benefit of civil society, combating product counterfeiting, tackling 
environmental concerns, improving health conditions, securing food supply and 
monitoring compliance with labor standards.

This book has benefited from many inputs and encouragements from colleagues 
that we are deeply grateful for. In particular, we are indebted to the very meaning-
ful discussions and valuable support in the preparation of the publication by re-
search assistant Ulrike I. Heinrich, and to David O’Hare for the review of the 
manuscript. We would also like to thank Stephan Haller for his inputs in the 
technological part of this book. Furthermore, we are grateful to the Ecoscentia 
Foundation for financially supporting the research project.

Any comments and suggestions from readers would be highly appreciated   
(rolf.weber@rwi.uzh.ch).

Zurich, November 2009 Rolf H. Weber
Romana Weber



V

Contents

Preface ...................................................................................................................... III

Bibliography ............................................................................................................ XIII

Materials .................................................................................................................. XXIII

Abbreviations ........................................................................................................... XXV

I.	 Introduction .................................................................................................... 1

A.	 Internet	of	Things:	Notion ...................................................................... 1

B.	 Technicity	of	the	Internet	of	Things ...................................................... 2

1. Technical Elements ........................................................................... 2

1.1 Radio-Frequency Identification (RFID) .................................... 2

a) RFID in General .................................................................. 2

b) Global RFID Interoperability Forum for Standards  
(GRIFS) ............................................................................... 4

1.2 Electronic Product Code (EPC) ................................................. 5

1.3 Object Naming Service (ONS) .................................................. 6

a) ONS in General ................................................................... 6

b) ONS and DNS Heritage ...................................................... 6

c) Introduction of Multiple DNS Classes ................................ 8

1.4 EPC Discovery Service ............................................................. 9

1.5 Graphic Overview ..................................................................... 9

2. Decentralized and Interoperable Internet of Things .......................... 10

2.1 Introduction ............................................................................... 10

2.2 Replicated Multipolar ONS ....................................................... 11

2.3 Regional Multipolar ONS .......................................................... 11

2.4 Referral Systems ....................................................................... 12

2.5 Assessment of the Various Approaches ..................................... 13

3. Object-Information Distribution Architecture .................................. 14

4. Other Developments Influencing the Internet of Things ................... 15

4.1 Service Oriented Architecture ................................................... 15

4.2 Collaborative Decision Making (CDM) .................................... 16

4.3 Cloud Computing ...................................................................... 16

5. Assessment ........................................................................................ 17

C.	 Economic	Environment	of	the	Internet	of	Things ............................... 18

1. Merits of Free Trade .......................................................................... 18

2. Effects of the Internet of Things on Competition .............................. 20



Contents

VI

II.	 General	Approaches	for	a	Legal	Framework ............................................... 23

A.	 Introduction............................................................................................. 23

B.	 Self-Regulation ........................................................................................ 23

1. Background ....................................................................................... 23

2. Self-regulation as Soft Law ............................................................... 24

3. Self-regulation as a Social Control Model ........................................ 24

4. Strengths of Self-regulation .............................................................. 25

5. Weaknesses of Self-regulation .......................................................... 26

6. Outlook ............................................................................................. 26

C.	 International	Legal	Framework ............................................................ 27

1. Global Legislator ............................................................................... 27

1.1 Newly Established Body as International Legislator................. 27

a) “Transgovernmental Networks” .......................................... 27

b) Proposal for a New International Legislator  ...................... 29

1.2 Existing Body as International Legislator ................................. 30

a) WTO .................................................................................... 30

b) OECD .................................................................................. 31

1.3 Outlook ...................................................................................... 33

2. Regional Legislator ........................................................................... 33

2.1 EU Staff Papers and Replies ...................................................... 34

2.2 EU Communications ................................................................. 37

3. Substantive International Principles .................................................. 37

3.1 General Guidelines .................................................................... 37

3.2 Objectives of EU Legislation .................................................... 39

III.	 Security	and	Privacy ...................................................................................... 41

A.	 Definitions ................................................................................................ 41

1. Notion of Security ............................................................................. 41

2. Notion of Privacy .............................................................................. 41

3. Relation between Security and Privacy ............................................. 43

B.	 Security	and	Privacy	Needs ................................................................... 44

1. Threats to Security and Privacy ........................................................ 44

2. Requirements to Ensure Security and Privacy .................................. 45

C.	 Privacy	Enhancing	Technologies	(PET) ................................................ 47

1. General Aspects................................................................................. 47

2. Specific Technical Measures ............................................................. 48

2.1 Virtual Private Networks (VPN) ................................................ 48

2.2 Transport Layer Security (TLS) ................................................ 48

2.3 DNS Security Extensions (DNSSEC) ....................................... 48

2.4 Onion Routing ........................................................................... 49



 Contents

VII

2.5 Private Information Retrieval (PIR) .......................................... 49

2.6 Peer-to-Peer Systems (P2P) ....................................................... 50

2.7 Switching off of RFID Tags ....................................................... 50

2.8 Concluding Overview ................................................................ 51

D.	 Legal	Challenges	for	a	Privacy	Framework ......................................... 52

1. Privacy in the Fundamental Rights’ System ..................................... 52

1.1 Privacy as a Human Right ......................................................... 52

1.2 Scope of Human Rights Application ......................................... 53

2. Legally Relevant Environment .......................................................... 56

3. Existing Regulations ......................................................................... 59

4. Legal Categories and Scenarios ........................................................ 60

4.1 Overview ................................................................................... 60

4.2 Specific Implementation ............................................................ 61

5. Evaluation of the European Legislative Approach ............................ 62

E.	 Responsibility	for	Violations	of	Privacy ................................................ 64

1. Liability Issues .................................................................................. 64

2. Education of Civil Society ................................................................ 65

F.	 Outlook .................................................................................................... 67

IV.	 Governance	of	the	Internet	of	Things ........................................................... 69

A.	 Establishment	of	a	Governing	Structure .............................................. 69

1. Notion ............................................................................................... 69

2. Bodies Subject to Governing Principles ........................................... 70

2.1 Global Legislator ....................................................................... 70

2.2 EPCglobal .................................................................................. 70

2.3 Internet Corporation of Assigned Names and Numbers  
(ICANN) .................................................................................... 71

2.4 International Telecommunication Union ................................... 72

B.	 Legitimacy	and	Inclusion	of	Stakeholders ........................................... 73

C.	 Transparency ........................................................................................... 75

1. Principles of Transparency ................................................................ 75

2. Transparency as a Fundamental Right .............................................. 78

3. Transparency in the IoT .................................................................... 79

D.	 Accountability ......................................................................................... 80

1. Notion of Accountability ................................................................... 80

2. Accountability and Markets .............................................................. 81

3. Accountability Elements ................................................................... 82

3.1 Organizational Level Aspects .................................................... 82

3.2 Project Level Aspects ................................................................ 83

3.3 Policy Level Aspects .................................................................. 83



Contents

VIII

4. Accountability in the IoT .................................................................. 83

5. Increase of Accountability ................................................................ 85

5.1 Consultation and Inclusion of Users ......................................... 85

5.2 Intergovernmental Supervision.................................................. 86

E.	 Allocation	of	Critical	Resources ............................................................ 87

1. Meeting Infrastructure Requirements ............................................... 87

1.1 Robustness ................................................................................. 87

1.2 Availability ................................................................................ 88

1.3 Reliability .................................................................................. 89

1.4 Interoperability .......................................................................... 91

2. Providing for Access to Infrastructure  ............................................. 92

3. Overcoming Non-technical Barriers  ................................................ 94

3.1 Language Barriers ..................................................................... 95

3.2 Legal Barriers ............................................................................ 97

a) Regulation of Radio Frequency ........................................... 97

b) Health Impacts of the Internet of Things ............................ 98

V.	 Internet	of	Things	as	Tool	of	Global	Welfare ............................................... 101

A.	 Bridging	the	Digital	Divide .................................................................... 101

1. Introduction ....................................................................................... 101

2. Importance of the Digital Divide in the IoT ..................................... 102

3. Financing Strategies .......................................................................... 105

3.1 Financing Needs and Mechanisms ............................................ 105

3.2 Legal Framework of Financial Strategies .................................. 108

4. Outlook ............................................................................................. 109

B.	 Implementing	Search	Engines	 .............................................................. 110

1. Need for Search Engines ................................................................... 110

2. Search Engines in the Internet .......................................................... 112

2.1 Functioning of Search Engines .................................................. 112

2.2 Financing of Search Engines ..................................................... 113

2.3 Liability of Search Engines ....................................................... 114

3. Position of Search Engines in the Market Place ............................... 115

4. Fair Competition  .............................................................................. 116

C.	 Combating	Product	Counterfeiting ...................................................... 117

D.	 Tackling	Environmental	Concerns ........................................................ 118

1. Sustainable Environment Policies ..................................................... 118

2. Energy Consumption ......................................................................... 119

3. Waste Management ........................................................................... 121



 Contents

IX

E.	 Improving	Health	Conditions ................................................................ 122

F.	 Securing	Food	Supply ............................................................................. 123

G.	 Monitoring	Compliance	with	Labor	Standards .................................. 124

VI.	 Concluding	Observations .............................................................................. 127



XI

Bibliography

Ahle Ulrich, RFID im praktischen Einsatz, in: Hans-Jörg Bullinger (ed.), Internet der 
Dinge, Berlin 2007, 331–345.

Anderson Kenneth, Book Review: Squaring the Circle? Reconciling Sovereignty and 
 Global Governance through Global Government Networks, Harvard Law Review, 
Vol. 118, 2005, 1255–1312.

Arioli MArtinA/thAlMAnn André, Einsatz von RFID im Rechtsverkehr, AJP 5/2006, 549–
560.

BAlAKrishnAn hAri/KAAshoeK FrAns/dArger dAvid/Morris roBert/stoicA ion, Looking 
Up Data in P2P Systems, Communications of the ACM, Vol. 46, 2003, 43–48.

BAsho KAlindA, The Licensing of Our Personal Information: Is It a Solution to Internet 
Privacy?, California Law Review, Vol. 88, 2000, 1507–1545.

BendrAth rAlF/Jørgensen riKKe FrAnK, The World Summit on the Information Society – 
Privacy not Found?, Script-ed, Vol. 3, 2006, 355–369.

BenedeK WolFgAng, Internet Governance and Human Rights, in: Wolfgang Benedek/ 
Veronika Bauer/Matthias C. Kettemann (eds), Internet Governance and the Information 
Society, Utrecht 2008, 31–49.

Benghozi Pierre-JeAn/BUreAU sylvAin/MAssit-FolléA FrAnçoise, L’Internet des Objets: 
Quels Enjeux pour l’Europe? – The Internet of Things: What Challenges for Europe?, 
Paris 2009.

BenhAMoU BernArd, Organizing Internet Architecture, available at: http://www.diplomatie.
gouv.fr/en/IMG/pdf/Organizing_Internet_Architecture.pdf (BenhAMoU, Internet Ar-
chitecture).

BenhAMoU BernArd, A European Governance Perspective on the Object Naming Service, 
Governance of Resources, available at: ftp://ftp.cordis.europa.eu/pub/fp7/ict/docs/ 
ch1-lisbon-20071215_en.pdf (BenhAMoU, Governance Perspective).

Benz ArthUr, Einleitung: Governance – Modebegriff oder nützliches sozialwissenschaft-
liches Konzept?, in: Arthur Benz (ed.), Governance – Regieren in komplexen Regelsy-
stemen, Wiesbaden 2004, 11–28.

BienKoWsKi PAWel, Electromagnetic Fields Measurements – Methods and Accuracy Esti-
mation, in: Andrzej Krawczyk/Roman Kubacki/Sławomir Wiak/Carlos Lemos Antunes 
(eds), Electromagnetic Fields, Health and Environment, Amsterdam 2008, 229–237.

BirKinshAW PAtricK, Freedom of Information and Openness: Fundamental Human Rights?, 
Administrative Law Review, Vol. 58, 2006, 177–218.

Birnie PAtriciA W./Boyle AlAn e./redgWell cAtherine, International Law & the Environ-
ment, 3rd edition Oxford 2009.

Birolini AlessAndro, Reliability Engineering, 5th edition Berlin 2007.

BlAcK JUliA, Constitutionalizing Self-Regulation, Modern Law Review, Vol. 59, 1996, 
24–55.



Bibliography

XII

BorKing John J., Privacy Standards for Trust, Weblaw-Jusletter, 3 October 2005.

Botelho M. FiloMenA/sAntos A. cristinA/loPes M. cArMo et Al., Effects of Radiation in 
Cellular Cultures, in: Andrzej Krawczyk/Roman Kubacki/Sławomir Wiak/Carlos 
Lemos Antunes (eds), Electromagnetic Field, Health and Environment, Amsterdam 
2008, 67–71.

BoWn chAd P., On the Economic Success of GATT/WTO Dispute Settlement, The Review 
of Economics and Statistics, Vol. 86, 2004, 811–823.

BreWer eric A., When Everything is Searcheable, Communications of the ACM, Vol. 44, 
2001, 53–55.

BroWnlie iAn, Principles of Public International Law, 7th edition Oxford/New York 2008.

BUrKert herBert, Globalization – Strategies for Data Protection, Weblaw-Jusletter, 3 Oc-
tober 2005.

BygrAve lee A./schiAvettA sUsAn/thUneM hilde/lAnge AnneBeth B./PhilliPs edWArd, 
The Naming Game: Governance of the Domain Name System, in: Lee A. Bygrave/Jon 
Bing (eds), Internet Governance – Infrastructure and Institutions, Oxford 2009, 147–
212.

cAMPBell AngelA, Self-Regulation and the Media, Federal Communications Law Journal, 
Vol. 51, 1999, 711–772.

cheon KAngsiK, Multilingualism and the Domain Name System, available at: http://www.
wgig.org/docs/book/Kangsik_Cheon%20.pdf.

cheUng Anne/rolF h. WeBer, Internet Governance and the Responsibility of Internet 
 Service Providers, Wisconsin International Law Journal, Vol. 26, 2008, 403–477.

dAlAl reePAl s., Chipping away the Constitution: The increasing use of RFID chips could 
lead to an erosion of privacy rights, Boston University Law Review, Vol. 86, 2005, 
485–514.

de vey MestdAgh Kees/riJgersBerg rUdolF W., Rethinking Accountability in Cyber-
space: A New Perspective on ICANN, International Review of Law, Computers & 
Technology, Vol. 21, 2007, 27–38.

doriA Avri/KleinWächter WolFgAng (eds), Internet Governance Forum (IGF): The First 
Two Years, a UNESCO Publication for the World Summit of the Information Society – 
Special issue co-produced with ITU and UNDESA, December 2008, available at: 
http://www.intgovforum.org/cms/index.php/component/content/article/57–2008igf/ 
311-internet-governance-forum-the-first-two-years.

doWnie dAvid l./levy MArc A., The UN Environment Programme at a turning point: Op-
tions for change, in: Pamela S. Chasek (ed.), The Global Environment in the Twenty-
first Century: Prospects for International Cooperation, Tokyo 2000, 355–377.

drUey JeAn nicolAs, Information als Gegenstand des Rechts, Zurich 1995.

dWivedi o.P./JABBrA JosePh g., Introduction: Public Service Responsibility and Account-
ability, in: O.P. Dwivedi/Joseph G. Jabbra (eds), Public Service Accountability, West 
Hartford, Connecticut 1989, 1–16.



 Bibliography

XIII

eBrAhiM Alnoor/herz steve, Accountability in Complex Organizations: World Bank Re-
sponses to Civil Society, John F. Kennedy School of Government, Harvard University, 
December 2007, RWP 07–060, available at: http://www.hbs.edu/research/pdf/08–027.
pdf.

ehrenBerg dAniel s., The Labor Link: Applying the International Trading System to 
 Enforce Violations of Forced and Child Labor, Yale Journal of International Law, 
Vol. 20, 1995, 361–417.

eschet gAl, Protecting Privacy in the web of Radio Frequency Identification, Jurimetrics, 
Vol. 45, 2005, 301–332.

evdoKiMov sergei/FABiAn BenJAMin/günther oliver, Multipolarity for the Object Naming 
Service, in: Christian Floerkemeier/Marc Langheinrich/Elgar Fleisch/Friedemann 
Mattern/Sanjay E. Sarma (eds), The Internet of Things, Berlin/Heidelberg 2008, 
1–18.

FABiAn BenJAMin, Secure Name Services for the Internet of Things, Thesis, Berlin 2008.

FABiAn BenJAMin/günther oliver, Security Challenges of the EPCglobal Network, Com-
munications of the ACM, Vol. 52, July 2009, 121–125 (FABiAn/günther, Security 
Challenges).

FABiAn BenJAMin/günther oliver, Distributed ONS and its Impact on Privacy, available 
at: http://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=04288878 (FABiAn/günther, 
Distributed ONS).

FABiAn BenJAMin/günther oliver/sPieKerMAnn sArAh, Security Analysis of the Object 
Name Service, available at: http://lasecwww.epfl.ch/~gavoine/download/papers/Fabi-
anGS-2005-sptpuc.pdf.

FitzgerAld BriAn/o’Brien dAMien/FitzgerAld Anne, Search Engine Liability for Copy-
right Infringements, available at: http://eprints.qut.edu.au/7883/1/7883.pdf.

FloerKeMeier christiAn/lAngheinrich MArc/Fleisch elgAr/MAttern FriedeMAnn/sArMA 
sAnJAy e. (eds), The Internet of Things, Berlin/Heidelberg 2008.

FrooMKin A. MichAel, The Death of Privacy?, Stanford Law Review, Vol. 52, 2000, 1461–
1543.

giBBons lleWellyn JosePh, No Regulation, Government Regulation, or Self-Regulation: 
Social Enforcement of Social Contracting for Governance in Cyberspace, Cornell Jour-
nal of Law and Public Policy, Vol. 6, 1996–1997, 475–551.

goldMAn eric, Search Engine Bias and the Demise of Search Engine Utopianism, Yale 
Journal of Law and Technology, Vol. 8, 2005, 188–200.

goodhArt chArles AlBert eric, Regulating the Regulator – An Economist’s Perspective 
on Accountability and Control in: Eilís Ferran/Charles Albert Eric Goodhart (eds), 
Regulating Financial Services and Markets in the 21st Century, Oxford 2001, 151–
164.

grAnt rUth W./KeohAne roBert o., Accountability and Abuses of Power in World Poli-
tics, American Political Science Review, Vol. 99, 2005, 29–43.



Bibliography

XIV

greWlich KlAUs W., Governance in “cyberspace”: access and public interest in global com-
munications, The Hague etc. 1999.

griMMelMAnn JAMes, The Structure of Search Engine Law, Iowa Law Review, Vol. 93, 
2008, 1–63.

gringrAs clive, The Laws of the Internet, 2nd edition London 2003.

grUMMt eBerhArd/Müller MArKUs, Fine-Grained Access Control for EPC Information 
Services, in: Christian Floerkemeier/Marc Langheinrich/Elgar Fleisch/Friedemann 
Mattern/Sanjay E. Sarma (eds), The Internet of Things, Berlin/Heidelberg 2008, 35–
49.

gUnAseKArA gehAn, The “Final” Privacy Frontier? Regulating Trans-Border Data Flows, 
International Journal of Law and Information Technology, Vol. 17, 2009, 147–179.

gürses sedA F./Berendt BettinA/sAnten thoMAs, Multilateral Security Requirements 
Analysis for Preserving Privacy in Ubiquitous Environments, in: Bettina Berendt/ 
 Ernestina Menasalvas (eds), Workshop on Ubiquitous Knowledge Discovery for Users 
(UKDU ’06), Berlin 2006, 51–64.

hAlAvAis AlexAnder, Search Engine Society, Cambridge 2009.

hAller stePhAn/KArnoUsKos stAMAtis/schroth christoPh, The Internet of Things in an 
Enterprise Context, in: John Domingue/Dieter Fensel/Paolo Traverso (eds), Future 
 Internet – FIS 2008, Berlin 2009, 14–28.

hAndler dArren, The Wild Wild West: A Privacy Showdown on the Radio Frequency 
Identification (RFID) Systems Technological Frontier, Western State University Law 
Review, Vol. 32, 2005, 199–225.

hAWrylAK Peter J./MicKle M.h./cAin J.t., RFID Tags, in: Lu Yan/Yan Zhang/Laurence T. 
Yang/Huansheng Ning (eds), The Internet of Things, New York/London 2008, 1–32.

heAld dAvid, Varieties of Transparency, in: Christopher Hood/David Heald (eds), Trans-
parency. The Key to Better Governance?, Oxford 2006, 25–43. 

hildner lAUrA, Defusing the Threat of RFID: Protecting Consumer Privacy through Tech-
nology-Specific Legislation at the State, Harvard Civil Rights – Civil Liberties Law 
Review, Vol. 41, 2006, 133–176.

holznAgel Bernd/schUMAcher PAscAl, Auswirkungen des Grundrechts auf Vertraulich-
keit und Integrität informationstechnischer Systeme auf RFID-Chips, Multimedia & 
Recht, Vol. 12, 2009, 3–8.

hosein gUs, Privacy as Freedom, in: Rikke Frank Jørgensen (ed.), Human Rights in the 
Global Information Society, Cambridge/Massachusetts 2006, 121–147.

JAcoBs scott h., Why Governments Must Work Together, The OECD Observer, Vol. 186, 
1994, 13–16.

JAKoBsson MArKUs/rAMzAn zUlFiKAr, Crimeware: understanding the new attacks and 
 defenses, Upper Saddle River 2008.

Johnson dAvid r./Post dAvid g., Law and Borders – The Rise of Law in Cyberspace, 
Stanford Law Review, Vol. 48, 1996, 1367–1402.

Jones Alison/sUFrin BrendA, EC Competition Law, 3rd edition Oxford 2008.



 Bibliography

XV

JUels Ari, RFID Security and Privacy: A Research Survey, IEEE Journal on Selected Areas 
in Communications, Vol. 24, 2006, 381–394.

KAng Jerry, Information Privacy in Cyberspace Transactions, Stanford Law Review, Vol. 
50, 1998, 1193–1294.

KAUFMAn iAn JAy, The Domain System – Act Now or Regret Later, available at: http://www.
ladas.com/Internet/DomainNames/Domain01.html.

Kennedy dAvid, Five basic rules for the Internet of Things, in: EURESCOM mess@ge, 
2/2009, at 7, available at: http://www.eurescom.eu/~pub/about-eurescom/message_ 
2009_02/Eurescom_message_02_2009.pdf.

KeohAne roBert o./nye JosePh s., Power and Interdependence, 3rd edition New York 
2001.

KiM KyoUng hyUn/choi eUn yoUng/lee sU Mi/lee dong hoon, Secure EPCglobal Class-1 
Gen-2 RFID System Against Security and Privacy Problems, in: Robert Meersman (ed.), 
On the Move to Meaningful Internet Systems, OTM 2006 Workshops, Berlin 2006, 
362–371.

Kleve Pieter/deMUlder richArd, Privacy protection and the right to information, in: Syl-
via Mercado Kierkegaard (ed.), Cyberlaw, Security and Privacy, Beijing 2007, 201–
212.

Koh roBin/stAAKe thorsten, Nutzen von RFID zur Sicherung der Supply Chain der Phar-
maindustrie, in: Elgar Fleisch/Friedemann Mattern (eds), Das Internet der Dinge, Ber-
lin/Heidelberg 2005, 161–175.

lAnge steFAn/schiMAnK UWe, Governance und gesellschaftliche Integration, in: Stefan 
Lange/Uwe Schimank (eds), Governance und gesellschaftliche Integration, Wiesbaden 
2004, 9–44.

lAngheinrich MArc/MAttern FriedeMAnn, Wenn der Computer verschwindet, digma 2002, 
138–142.

lAstrA rosA M./shAMs heBA, Public Accountability in the Financial Sector, in: Eilis 
 Ferran/Charles Albert Eric Goodhart (eds), Regulating Financial Services and Markets 
in the 21st Century, Oxford 2001, 165–188.

levene MArK, An Introduction to Search Engines and Web Navigation, Harlow 2006.

leWicKi FryderyK, Progress in the ITU Work Concerning Protection Against Radiation, in: 
Andrzej Krawczyk/Roman Kubacki/Sławomir Wiak/Carlos Lemos Antunes (eds), 
Electromagnetic Field, Health and Environment, Amsterdam 2008, 244–248.

MAlcolM JereMy, Multi-Stakeholder Governance and the Internet Governance Forum, 
Perth 2008.

MAttern FriedeMAnn, Die technische Basis für das Internet der Dinge, in: Elgar Fleisch/
Friedemann Mattern (eds), Das Internet der Dinge, Berlin/Heidelberg 2005, 39–66 
(MAttern, Technische Basis).

MAttern FriedeMAnn, Ubiquitous Computing: Eine Einführung mit Anmerkungen zu den 
sozialen und rechtlichen Folgen, in: Jürgen Taeger/Andreas Wiebe (eds), Mobilität, 
Telematik, Recht, Köln 2005, 1–34 (MAttern, Ubiquitous Computing).


