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Chapter 1
Introduction

Packet classi cation, which is widely used on the Internet, is the core mechanism
that enables routers to perform many networking services such as rewall packet l-
tering, virtual private networks (VPNs), network address translation (NAT), quality
of service (QoS), load balancing, traf c accounting and monitoring, differentiated
services (Diffserv), etc. As more services are deployed on the Internet, packet clas-
si cation grows in demand and importance.

The function of a packet classi cation system is to map each packet to a decision
(i.e.,, action) according to a sequence (i.e.,, ordered list) of rules, which is called a
packet classi er. Each rule in a packet classi er has a predicate over some packet
header elds and a decision to be performed upon the packets that match the predi-
cate. To resolve possible con icts among rules in a classi er, the decision for each
packet is the decision of the rst (i.e., highest priority) rule that the packet matches.
Table 1.1 shows an example packet classi er of two rules. The format of these rules
is based upon the format used in Access Control Lists on Cisco routers.

Rule Source IP Destination IP Source Port Destination Port Protocol Action
r1 1.2.3.0/24 192.168.0.1 [1,65534] [1,65534] TCP accept
r2 * * * * * discard

Table 1.1 An example packet classi er

Rule Source IP Destination IP Source Port Destination Port Protocol Action
r1 1.2.3.0/24 192.168.0.1 0 * * discard
r2 1.2.3.0/24 192.168.0.1 65535 * * discard
r3 1.2.3.0/24 192.168.0.1 * 0 * discard
r4 1.2.3.0/24 192.168.0.1 * 65535 * discard
r5 1.2.3.0/24 192.168.0.1 [0,65535] [0,65535] TCP accept
r6 * * * * * discard

Table 1.2 TCAM Razor output for the example packet classi er in Table 1.1

1C. R. Meiners et al., Hardware Based Packet Classification for High Speed Internet Routers,
DOI 10.1007/978-1-4419-6700-8_1, © Springer Science+Business Media, LLC 2010


